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3.1 IRiEF S

3.1.1 Mysql 5504 (X)) (BEE)

QEFRITED
RYER AN, B mysql 727E55 14 root/root.

[EE &)
1. FEKEEXR6 ML, E2LE8FER+HF.
2. BHATEMIREIRS], B4 111111, 123456, admin. password. admin123 £
wLES 04
[ HtEAR]
R, RMEAFHOSL.

<database-type>MYSQL</database-type>
<gerver-name>localhost:3306</server-name>
<databass-name >smartbhidemo</databass—name>
<username >admin</usernams>
<encrypt-type>l</encrypt-types
£pass>t
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3.1.2 SQL A (EXE) (BEE)

[ 1) 2 1 BH )

Sql v EA (SQL injection) R f8T 3 7E ARk 55 28 v 1418 E 8 FE BAT IS 7T ATE AR %5 28 P ¥k
REERRPAT. HTUEREEREESHT, BEEEA O, TTLIE. BdE E
R EZRATEEE S, BERNETENGREIEEERR . BHRERSEE,

7] R B
192.168.4.160:8080/smartbi/vision/FileResource;jsession=?res|d=12c9410bc274b0e49012
74c27aa790a92&op=0OPEN&rd=0.878576183725362
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Request |  Response

“““““ arams I EX] Raw | Headers | i—lex]
POST /smartbi/vision/FileResource;jsession= HITP/1.1 : 1 200 OK
Host: proj. smartbi. com.cn: 18360 . Server: Apache—Coyote/1. 1
User-Agent: Hozilla/5.0 (Windows NT 10.0: Win64; x84; rv 62.0) Gecko/20100101 . Content-Length: 0

~ Date: Mon, 14 Jan 2019 01:43:11 GMI
. Connection: close

Firefox/62.0

Accept: text/html, application/zhtml+=zml, application/xul;q=0.9, /% ;q=0, 8
Accept-Language: zh—CH, zh:qg=0. 8., zh-1T¥;q=0. 7, zh-HK :q=0. 5, en-US ; q=0. 3, en: g=0. 2
Accept—Encoding: gzip. deflate

Cookie: JSESSIONID=BOCDDOG1EFEAS4D9342C4EBB53105DEYSF

Cormection: close

Upgrade-Insecure—-Requests: 1

Content-Type: application/x—wwwform—urlencoded

Content-Length: 69

resId=I2c9410bc274b0e4801274c27aa790a92] kop=0PEN&rd=0, 878576183725362
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RAZEESQLERR: null:Cannot get a connection, pool error: Could not
create a validated object, cause: ValidateObject failed

314 BitHA— (ERK) (BE8)

[ 1) &35 BA )

Fui A (Cross-site Scripting f&i#k XSS) RIEHAH AL LA RE 508, 6
EREHF R ERTHEHIT. B TRERBESEZ N TR BT, TUE. B
R AT e 43 7T DUSRER B WERE, BB BB 777 N 57BN Cookie. TR & 52 )2

http://192.168.4.160:8080/smartbi/vision/ssreportServiet?sheetindex=3&resid= =1402881

90015b410841085f33015b467444f13b0%3Cscript%3Ealert(1 )%3C%2fscript%3E&clientld=
1402884200166¢cd30cd3053940166cd3443a901 85&refreshType=refresh&paramsinfo=&pa
geld=0&writeBackData=&exportSheetindexes=&exportid=

\.

TEZ 4 resid H13 A\ %3cscript%3ealert(1)%3c%2fscript%3e, RINHAT
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cript/framel;|or|-|+|,|)|etc|style|expression

E: MRS HOHT ZERNZ AN B RS — FRHREN NS, BelEERtes
A NERASRTZEHME.
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CXTHURFFTHAIT HTML 51540 H: .

Response e

M R AR

POST /smarehi/v uum’::upmtSm let HTTPJ’l 1

Hest: proj. ssarthi. con. en 18880

User-Agent: Nezilla/5.0 (Rindows N1 10.0: ¥infd: x84 rv 67 0) Gecka/70100101
Fizefox/80. 4

Accept. text/htal. applicetion/shtael+xul. application/zel g=0.9. ¢/ ¢ g=0,8
Accept-Language. zh-CH, zh:q=0. §, ah-1¥:q=0. 7, ch-HE : g=0. 5, en-03 q=D. 3. en:q=0. 2
Accept-Bncoding: g2ip. deflate

Referer: htip://proj.smertbi.com. cn: 18860/ smartbi/vision/ index. jsp
Content-Tvpe: applicatien/x-wew-forn-urlenceded

Content-Langth: 1234

Coskie: JSBSSIONIN=CDZ24883301D 226 TCIEAS04S064AR 48D

Connection: close

Upprade-Insecure-Requests 1

P

PeReTeTs

I{HF)*LI "EG EIH

Sezrver: Apache—Coveotes1,1

P3P (P=CL0 P3A OUR

. - Content-lype text/himl:charset=UIF-3
- Date. Mon. 14 Jan 2019 02:22 50 GNT

. i Connection; close

° Convent—Length: 2&1

Cdrctype Atal> headd<aeta http-equav="Content-Type” content= text/hitwl - charset=VIF-3" " ritls> WH St ledUhend <oy <pre
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[ =) &5 5 BA )

E2 Vil (Cross-site Scripting #k XSS) RIEFHE BN HATDFRL 520 L5
EREH RN ESRFRIPAT. B TFRHRBEZEZNNERFHIT, TLUE. Bk
R AT N AR AT DL B R Bek), AU BT o5 7 v 9 27X Cookies TR B 5 1) 4%,

EEEH>Z A I Ee R R
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' "|>|..|and|exec|insert[selectldelete[update[count]*\%\chr\mid\master]truncate[chaddecl
are|script|framel;|or|-|+|,])|etc|style|expression
e RRRI ST AR R E RS — T RREAANS, el
NERASZEIZEKRE.
2. WIREUB| AR AT HTML 258 BN SR 2
[RHEH)
C X BURF AT HTML B85 H .

b

1B 4w A AT

L)
\o
—
o
)

X< nfirm(t)> x =

o R ceoorea AR 2
o e i

o

;.1

iv id="freequery-gen3@” class="tab-strip-option3"> {sient

‘div id="freequery-genl@6” class="tab-header” style="">{I)</div)> [stest

idiy id="freequery-genB6l” class="tab-header"” styles"">{=)</div)> feiem
div id=“freequery-gen727" class="tab-header” style=""> {siest

et

<span ids"freequery-geni28” classz"tab-bin-selected-left-option3” >/ wpand
rispan ide"freequery-gen729™ class="tab-bitn-selected-middle-optiond®y

b 'il(gf-"*” id="freequery-gen738 >3t RIH B a1t marqueesonstart=confirn{1)8gt ; ¢ span>

3.1.6 THIEEHME (EXK) (B

1) &R i A ]
EHEE>RGHE
http://192.168.4.160:8080/smartbi/vision/MigrateServlet;jsessionid=01633036515E2FB

33ACBEQ081E6CEEAC?type=download&filename=FILE_DOWNLOAD_Smartbi-logs.zip_|
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REATTRALHS, HHOETHIHERRESHEE A, 1 smartbi-config xm
R ST T MYSQL 3 H&W%%E:ﬂﬁ%ﬂ%ﬁkﬁﬁﬁﬁo

P AUYS L appPelael’ . K LayUuLEg Dy apauieg . LUge . ravue iiiLayvu 2
log4).appender.R.layout.ConversionPattern=2d{MM-dd HH:mm:ss} %5p &M(%c:%L) -
log4j . appender.C=prg. apache . logd$ . ConsoleAppender
log4].appender.C.layout=grg. apache.log4j. PatternLayout | ——
log4].appender.C. layout.ConversionPattern=sd{MM-dd HH:mm:gs} 35p SM{%c:%L) - o ; ’.ﬁ
log4].appender. gql=9rg.apache.logdj.RollingFileAppender
log4) .appender.gqgl .File=/home/smarthi/apache~tomcat-7.0. 30/bin/plogs-
log4j.appender.gql .MaxFileSize=10240KB
logd].appender.ggl .MaxBackupIndex=5
log4]j.appender.gq] . layont=grg.apache.logdj. Patternlayout
1og4j.appender.gqgl . layout.ConversionPattern=%min
log4]j.logger.common.sgl=info,8ql
</log-config>
<license-file>/home/smarthi/apache-tomcat-7.0.90/bin/</license~files
<skip-logéi-handlerdtrue</skip~logdi-handler> -
- <</ Lxamework>
LHM _x = <dao> | w
f<database-typesMYSQL</database-types
{:awer-»am}M 3306</sexver-name>
Sm emo</database-—name>
{uaarnm:-mt{!userm>
f:tnc:rypt;-tm:&n{f enc:xyptutype}

B s 3 mmpumm?tsﬁmtmx 331132
. trace.xmi

o ,. TR -\....\..\.. .....d._..-\.,...::....::.:.::_-\,;,;__.......... SR e e R e R R
L R S e e e i B e NS R sy (i e e A e S

mx -mum::&lﬂu-:{ max-count>
<init-count>8</inic-counts D &5
<mysql-cluster>falsed/mysqgl-clusters =
Avallidacvion-query-method»0</validacion-query-marhod> . i ex

R q / ﬁ&ﬁt" e WINDOWS (9

[VEE?DU

»?
&x\c
S

gE

)
mE
m
&
Ji0

ERFEURE RIS, R

F R A B

(i

d

{5
[ ENF ]
XTI AT I .

<database-type>MYSQL</database-type>
<server-name>localhost:3306</server-name>
Eédatabase—namekﬁﬁagggf-%wgifdatahaae—nameb
. dmin</username>
%{Engzypt—typa}lﬁfensrypt—type}

£

E{m@x-cﬂuntﬁlﬂﬁdfmax—cﬁﬁﬁt}
E{init—Gﬁﬂﬂt}ﬂﬁfinit—maunt}
Eﬁmyﬁql—clustar}false{/mysql—clnstery
<validation-guery-method>0</validation-querv-method>

<mysgl8>false</mysql8s

31.7 2FEEZE (bFRKE) (BEE)
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GET /EmartblfV1$1ﬁﬁflﬂdﬁﬁ*339 HTTPII 1

Host: 192.168. 4. 160: 8080

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:62.0) Gecko/20100101
Firefox/62.0

;Accépt* textfhtml appliaatian/xhtml+xml applicatian/xml*q#@ 9, *f* qmﬁ 3

fCannéctlan ﬁ¢1ose
Upgrade-Insecure~Requests: 1
Cache-Control: max—age=0
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GET
fﬁmartbi/visianfssrepartfhxmlsf14628342ﬂ0166cd36¢d3@53§49166&%52422&5131fsh£et_9_0.
htu?t=1541160457725 HITP/1.1

Host: 192.168. 4. 160: 8080

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:62.0) Gecko/20100101
Firefox/62.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*:q=0. 8
Accept-Language: zh-CN, zh:q=0. 8, zh-1TVW:q=0. 7, zh-HK : q=0. 5, en-US: q=0. 3, en: q=0. 2
Accept-Encoding: gzip, deflate

Referer:

http: //192. 168. 4. 160: 8080/smartbi/vision/openresource. jsp?resid=I140288190015b5a%b5a9
b3f4d01Ehﬁbd&éd?ﬁsﬁSa&shﬁwtaalbaIWfalae,

Cannﬁctlan elesa
Upgrade-Insecure-Requests: 1
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GET /smaltblfn151onf1ndem isp HTTPfl 1

Host: proj.smarthi.com.cn: 18860

User—-Agent: Mozilla/5.0 (¥indows NT 10.0; ¥Win64: x64; rv:62.0) Gecks/20100101 Firefox/52.0
Accept: text/html, application/xhtml+xml, application/xml;g=0.9, */*;q=0.8

Accept-Language: zh—CH, zh;q=0. 8, zh-T¥, g=0. 7, sh~HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2

Accept-Encoding. gzip, deflate
Referer: http://proj.smartbi.com. cn: 18860/smartbi/vision 1S
Cookie: FQPassword=:jLOGIN CREDENTI%Ls-1333346”991554ﬁ3€4a3ﬂd33591ﬁ$4a3f4555Q@9¢ JOBSSIONID=AT41CD2FPAT15EFS0C23119CODEE4DSDE

Connection: close
Upgrade—-Insecure—Requests: 1
Cache-Contrsl: max-age=0

-




ant pIﬁJ smartbl CON. cn; 1885@
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64: rv:62.0) Gecko/20100101
Firefox/62.

Accept: textfhtml,applicatiun/xhtml+xml,applicatignfzml:q=ﬂ.Q,*f*:q=ﬂ.8
Accept-Language: zh—CN*Eh;q?D.B,zthW:q=G.?,zthE;q?G.B,en“US:q=ﬂ.3,En:q=0.
Accept-Encoding: gzip. deflate

Referer: http://proj.smartbi.com. cn: 18860/ snartbi/vision/index. i

Cookie: FQPasswnrd=:'LGGIH;CEEDENTIALS=IE&8&4¢EUUIEEéch433cd3&581684a41e8f&0ﬂ20;
JSESSIONID=AT41CD2FAT15EFS0C23119C0DEE4DSDE
Connection: close
Upgrade-Insecure-Requests: 1
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Houwt: 192, 184, 4. 166 8986 - - Rexrver: Mpache-{ayoresl.
Dusr-dgant” Hexilla/5. & (Findows BU 10.6: Tini: w€i; rv 2.6 Secke/ 6150101 2 IOPSP EP~CAD PRA OUR
Pivefon/€2. 0 (- | Comvent~Lemgth. 3854
dreapr. text/misl. spplicavien/zhesleoxsl, spplicarion/oul gud. 6, #/% =0, 8 E | Dave: Thu, 68 Mov 2015 15:41-04 GNT

Secepr-Language. Ol 2hogol 8, sh-TH o0 7, abr B o0, B e U8 g=0. 3, o0 0. 2
drespr-Encoding. grip, deflave

Referer: lveg: /100 68, 4. 180: 8020/ saarthi/vision/indss. jop

Comtent=Type: applicsr Len/v—wev-fars-urlencaded

Content-Length 1281

Coakie, Userlogging=false. BlFssewerds Flentigloginads,
JIESSIORIT-PRAIASER4 | SR4CURA0RATOARDO 24430

Cormection. 2lese

Upprade-lnsecure-Roqueats: |

. Camestion: cloze

b CDRCTYRER eal vnesd s deens RuepeequiveContsint- Mpe cententr T tent el charser GTF-5" > (Mheadroscript) window. vetByrer »
¢ fretCode: " UNKOWH _ERROR' . result: "EHESEEMS, WHEEFEEE". detuil: ", “stackTrace™: BB ®, W Y fEE v \tat
¢ smarthi. spresdshestreport, core. SpreadsheetReportSarviet, a(Swarthi; 236) m\tat ... (.. ) \n\tat
i sEarthi. spresdshestyeport. care. SpreadohsetRapariSavvise. exesute (Searthi: 430) \nlaised by: jowva. lang. HusberPorwstBucaption: For input string: Y 0 ° %\ \mitet
Jave. lang. NusberFarsatBeception forlnputSey ing (MusbsrForustBxcept ion, jova: 88} Wn\tat java. long. Integer. parselot {Integar. Jeva; 5846) Wni\tat
o yowe. Lang. Integer. porselnt (Integer. java: 615) \n\tatl smartbi. spresdshaetreport. core, SprendshectReportServiet. execute (Swarehi - 439) \n\tat
- #marthi, spreadshestieport. core SprewdshoetRaportServist. sarvice (Searthi: 1H6) Ww\tat joves. serviet, htep. HitpServiet. sevvics (HeepServlet. jova: 731 \n\ta
| arg. apsche. eataling. core. Applicutionkilterthain. intsrnalbePi Iter (ApplicationkilverChain jsva J07) Wnitat
i oY g. apsihe. cataling. core. Application®iltesthain. doPilter (ApplicationkilterChain. jsve: 2687 \n\tat
i erg. spache. tomcat. webeocket. sarver. ¥aFilter, doFilter (¥sFilter, jave 623 \n\tat
: org. spache. eatalina core. Applicationd i IeChain, intarnalDeP i lter (ApplicationPilterChain. java. 241) \n\tat
- er g, spnche. estaling, core. Applicstiod i MesChain, dofiltes (Application®ilvesChain, jsvs 208) \nitst
saar Lhi. extonei on. Extonsi onfilver$?. doFilier (BctonsionPilver. jave: (38) \s\tat swar thi, extonst on Exeonsd onfi 1 tar$l., dofi Yy (Bxtermion® i Tver, sava: £27) n\tnt
ommar Ui extension BxconsionFiloer, doFilterTnterml (Betonnion®iiter. swen’ 150) \n\tat
- smsrLhi, extension. ExtensionFilter. doFilver (Bxtension® i lter. java: 53) Wwitst
i erg. spache. cataline. core. Application® i lterChmin, internmlDoPilver (ApplicationP i lterChain. java: 2415 \nitat
. erg, spsche. cataline, core. ApplicationFiltesChain. doFilter (ApplicstionPilterChain. Jwvs: 2083 Wnitat
saarthi, fyswework. rei, TransactionFilter. defilier (Smarthi- 03) \n\iat
org. spache. catnlina. core. ApplicationFiltesChain. intermalDoFilter (ApplicationFilierChain, java: 241) \n\tat
or g, spache, catalina, core. ApplicationFiltesChain, doFilver (ApplicationfilterChain. Jmva: 208) Wn\tat
; ewnrthi, freequery, filter, TraceFilter, doFilter (TraceFilter, jave: 58) \n\tat
o org. apmnche., eutaline core. ApplicationFilterChain, internalloPilter (ApplicationPilterhain. 3 2415 \n\iat
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POST /smarth
Host: pro).smarthi.com. cn: 18880

User-Agent: HNozilla/5.0 (Windews HT 10.0: Winf4d: z64: pv:62.0) Cecko/?0100101
Firefox/62.0

Accept. text/html. application/xhtml+xnl, application/zml;g=0.9, 4/4;g=0, §
Accept-Language: zh—CHN. zh:q=0. 8, zh-1W:g=0. 7. zh-HK : q=0. 5. en-US : g=0. 3, en' g=0. 2
Accept-Encoding: gzip. deflate

Referer: http://proj. smarthi. com. en: 18860/smartbi/vision/index. jsp
Content-Type: application/z-www—form—urlencoded

Content-Length: 1230

Cookie: LOGIN_CREDENTIALS=I8a8adc2001685a565a56142c01685a5750420025:
JSESSTONID=4CEDBD4DF 2BFSFEY49B 1 9ACTIB2SFORAS

Comnection: close

Upgrade-Insecure-Requests: 1
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Uuizfﬁﬁﬁﬁfuuu?19$2fuuﬁEfQTﬁﬁfutﬁ?fﬁ?ﬁEfquh&EfuuﬁEfﬁﬁﬁﬂfuqukEQkLSEE%&EEdpkp4ch?uﬁfTE2
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HITP/1.1 200 CK
Server: Apache-Cevote/1.1
P3P: CP=CAD PSA OUR

- Content~Type: text/html:charset=UTF-8

Content-Length- 310

“Date: Thu, 17 Jan 2019 035:48:37 GNT

Comnection: closze

- CTPOCTYFE hrai-<heady<meta htip-equiv=Content-Type content="text/html:
charset=UIF-8"><{/head>{scxipt> window.retBrror =

{retCode: ' SPREADSERET_ERROR’ , result: "L R% ", detail: "clientld
ervor” } {/script>(hody style="margin: Opx” 3 <pre

stvle="ghite-space: pro—wrap DB HER. clientld error pre:</body </ himl s
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4.2.2 Web &2%wiz
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» 153K URL HIZHEH 5

» HTML FHifEid POST 5 GET 15 KA K EHE
> EXFPinlai A7 (WH=Z Cookie)

> HEEBEM.

4.23 Z2E8K

Bt LIRS B R I — e 2 a8, MEMXEEANRRWRRER. A, FRAI(E
BB 3240 )RR P VA RE M R At I R 2R 8. BIERET Zemdl, Uiy
hR2RE, IR HAM R 2 0 B

4.2.4 EH#HITREH

BARBNEARKEN F R T XL, HEAGFXLR 2R RSN B AR .
BAMR B WIS B BT R U ZEF 1T, REAK KERFSMB R FERZE.

10

“ b B



	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20

