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ExportModul e

package cn.com snartbi;

i nport java.sql.Connection;

import java.sql.PreparedStatenent;

inport java.sql.ResultSet;

import java.sqgl.SQ.Exception;

inmport java.util.ArraylList;

inport java.util.List;

i nport org. apache. | og4j . Logger;

import smartbi. Smart bi Excepti on;

inmport smartbi.config.lSystenConfig;

i nport smartbi.connectionpool . Connecti onPool ;
inmport smartbi.framework. | Mdul e;

inmport smartbi.freequery. FreeQueryError Code;
inport smartbi.freequery.client.config.ConfigCdientService;
inmport snmartbi. ol ap. d apError Code;

inmport snartbi. ol ap. d apQueryService;

inmport smartbi. ol ap. query. O apQuer yBG,

inmport snartbi.state.| StateMdul e;

i nport smartbi.usermanager. | User Manager Modul e;
import smartbi.usernmanager. Rol g;
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i nport smartbi.usernmanager. User;
import smartbi.usernmanager. User BO,

public class ExportMdul e inplenents | Mdul e{
private static final Logger LOG = Logger. get Logger (Export Mdul e. cl ass);
private static ExportMdul e instance;

public static ExportMdul e getlnstance(){
if (instance == null)
instance = new Export Mdul e();
return instance;

}

/**
*
*/
private | User Manager Modul e user Manager Modul e;

public | User Manager Modul e get User Manager Modul e() {
return user Manager Modul e;

}

public void setUser Manager Modul e( | User Manager Mbdul e user Manager Modul e) {
t hi s. user Manager Mbdul e = user Manager Modul e;

}

/**
*
*/
private | StateMdul e stateMdul e;

public | StateMdul e get StateMdul e() {
return statehdul e;

}

public void setStateMdul e(l StateMdul e stateMdule) {
this.stateMdul e = stateMdul e;

}

publ i c bool ean isContainRol e(String usernane, String password){
User user = (User) user Manager Modul e. get User ByNane(user nane) ;
i f(user==null){
t hrow new Smart bi Excepti on( FreeQuer yError Code. EXPORT_ERROR) . setDetai |l ("");
}el se{
String currentUsername = user Manager Modul e. get Current User () . get Nane() ;
i f(current Usernane. equal s(user. get Name())){
t hrow new Smart bi Excepti on( FreeQuer yError Code. EXPORT_ERROR) . setDetai | ("");
}
String pwd = user.getPassword();
User BO ub = new User BQ{user);
ub. set Passwor dl nner (passwor d) ;
String MD5Password = ub. get Password();
if(pwd. equal s( MD5Password)) {

try{
/1String rol eNane = get Val ue("export Rol eNanme") ;
String rol eName = ""; [/

ConfigdientService cs = ConfigdientService.getlnstance();
| SystenConfig scf = cs. get SystenConfig("ExportRol eNane");
if(scf = null){

rol eName = scf. getVal ue();
}
Rol e role = (Rol e) user Manager Mbdul e. get Rol eByNane(rol eNane) ;
if(role==null){

throw new Snart bi Excepti on( FreeQuer yError Code. EXPORT_ERROR) . setDetai | ("");
}el sef

Li st <Rol e> rol eLi st = user. get Assi gnedRol es();

for(Role rl : roleList){



if (rl.getld().equals(role.getld()))
return true;
}
return false;
}
}catch(Exception e){
t hrow new Snartbi Excepti on(FreeQuer yError Code. EXPORT_ERROR, €) ;
}

}el se{
t hrow new Smart bi Excepti on( FreeQuer yError Code. EXPORT_ERROR) . setDetai | ("");
}

}
}
/1

public bool ean islnReport(String resid){

String sql = "select c_reportid fromt_exportreport”;

ArraylList<String> list = new ArrayList<String>();
Connection conn = null;
PreparedStatement prep = null;
ResultSet rs = null;
try {
conn = Connecti onPool . getl nstance(). get Connecti on("DS. SYSTEM') ;
prep = conn. prepareStatenent (sql);
rs = prep. executeQuery();
while (rs.next()){
String reportid = rs.getString("c_reportid");
list.add(reportid);
}
rs.close();
if(list.contains(resid)){
return true;
}
return fal se;
} catch (Exception e) {
throw new Smart bi Excepti on(FreeQueryError Code. SQL_ERROR, e);
} finally {
try {
prep.close();
conn. cl ose();
} catch (SQLException e) {
LOG. error (e. get Message(), €);
}
}
}

public bool ean ol apl sl nReport(String clientld){
A apQueryBO report = (A apQueryBO O apQueryService. getlnstance()
. get St at eMbdul e() . get SessionAttribute(clientld);
if (report == null) {
t hrow new Smart bi Excepti on(
QA apErr or Code. EXPORT_REPORT_NOT_FOUND) ;

ieturn islnReport(report.getld());
}
@verride
public void activate() {
}
}
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ExportFilterd&

package cn.com snartbi;



inport javax.servlet.Filter;
import javax.servlet.FilterChain;
inmport javax.servlet.FilterConfig;
import javax.servlet. ServletException;
import javax.servlet. Servl et Request;
i nport javax.servlet. Servl et Response;
inmport javax.servlet.http. HtpServl et Request;
i mport org.apache. | og4j . Logger;
i nport smartbi. Snartbi Exception;
import snartbi. decisionpanel . Deci si onPanel Modul e;
inport smartbi.decisionpanel . dashboard. Dashboar dBO,
inmport smartbi.freequery. FreeQueryError Code;
inmport snartbi. ol ap. d apError Code;
inport smartbi.ol ap. A apQueryService;
inmport smartbi. ol ap. query. O apQuer yBG,
inmport smartbi.oltp. FreeQueryhodul e;
inport smartbi.state.|StateMdul e;
public class ExportFilter inplenents Filter{
private Logger |og = Logger.getLogger (ExportFilter.class);
@verride
public void destroy() {
/] TODO Aut o-gener at ed nmet hod stub

}
@verride
public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain){
try{
request . set Char act er Encodi ng(" UTF-8") ;
Htt pServl et Request req = (HttpServl et Request)request;
if(req.getRequest URI ().indexCf ("ExportServiet") = -1){
String actionType = request. get Paraneter("actionType");
/1 2servl etactionType" downl oad"
if ("downl oad". equal s(actionType)) {
chai n. doFi |l ter(request, response);
return;
}
Export Modul e em = Export Mbdul e. get | nst ance() ;
String clientld = request.getParaneter("clientld");

String resid = ;

/1
if(req.getRequest URI ().indexCf ("/ExportServiet") = -1){
resid = request.getParaneter("queryld");
telse if(req.getRequest URI ().indexOf ("/1nsight ExportServiet") = -1){ //

/*Ht t pSessi on session = req. get Session();
InsightBO report = (InsightBO session.getAttribute(clientld);
if (report == null)
t hrow new Smart bi Excepti on(FreeQuer yError Code. EXPORT_REPORT_NOT_FOUND) ; */
resid = request.getParaneter("insightld");
telse if(req.getRequest URI ().indexCf ("/ DpExportServliet") !'=-1){ [/
| St at eModul e st ateMddul e = Deci si onPanel Modul e. get I nst ance() . get St at eMbdul e() ;
Dashboar dBO report = (DashboardBO) stateMdul e. get Sessi onAttribute(clientld);
if (report == null)
throw new Smart bi Excepti on( FreeQuer yError Code. REPORT_CLI ENT_ERROR) ;
resid = report.getld();
}lelse if(req.get Request URI().indexOf ("/ O apExportServiet") !'=-1){ [/
A apQueryBO report = (O apQueryBO) O apQueryService. getlnstance()
. get St at eMbdul e() . get Sessi onAttribute(clientld);
if (report == null) {
t hrow new Smart bi Excepti on(
A apEr r or Code. EXPORT_REPORT_NOT_FOUND) ;

}
resid = report.getld();
}el se{
chai n. doFi |l ter(request, response);
return;
}

if(emislnReport(resid)){
String username = request. get Paraneter ("unane");
String password = request. get Paranmeter ("upsw');
bool ean rtn = Export Mdul e. get | nstance().isCont ai nRol e(user nane, password);



if(rtn){
chai n. doFi Il ter(request, response);

}el sef
t hrow new Smart bi Excepti on(FreeQueryError Code. EXPORT_ERROR) . setDetail ("");
}
tel se{
chai n. doFi |l ter(request, response);
}
}else if(req.getRequest URI ().indexCf ("/ssreportServiet") !'=-1){ [/

String refreshType = request. get Paraneter("refreshType");
if("refresh". equal s(refreshType)){ /1l servlet
chai n. doFil ter(request, response);

tel se{
Export Modul e em = Export Modul e. get I nstance();
String resid = request. getParaneter("resid");
if(emislnReport(resid)){
String usernanme = request.getParaneter("unane");
String password = request. get Paraneter ("upsw');
bool ean rtn = Export Mdul e. get | nstance(). i sContai nRol e(user nane, password);

if(rtn){
chai n. doFi | ter (request, response);
}el sef
throw new Smart bi Excepti on(FreeQuer yError Code. EXPORT_ERROR) . setDetai |l ("");
}
}el sef
chai n. doFi |l ter(request, response);
}
}
tel se{
chai n. doFil ter(request, response);

}

}cat ch(Exception e){
| og. error(e. get Message(), e);

}
}

protected | StateMdul e get StateMdul e() {
return FreeQueryMdul e. getl nstance(). get StateMdul e();

}
@verride
public void init(FilterConfig arg0) throws ServletException {
}
}
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