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package snartbi.usermanager. auth.inpl;
import java.io.|CException;
inport java.io.lnputStream
inport java.util.*;
i mport javax.nam ng. *;
i nport javax.nami ng.directory.*;
i mport javax.naning.|dap.Initial LdapContext;
i mport javax.nam ng. | dap. LdapCont ext ;
i nport javax.servlet. Servl et Context;
i mport org.apache. | og4j . Logger;
i mport snartbi.usernanager. auth. *;
inport smartbi.util.StringUtil;
/**
* M crosof t AD<br >
* ad. propertieswar VEB- | NF<br >

* <pre>
*#
* initial _context_factory=com sun.jndi.|dap.LdapCt xFactory
* #
* provi der _url =l dap: // ADSer ver : 3268
* #
* princi pal _prefi x=MyDomai n\\
*#
* | ogi n_user =user nane
*#
* | ogi n_passwor d=passwor d
* </ pre>
*/
public class ADAut hentication inplenments |Authentication {
private static final Logger |og = Logger.getLogger (ADAut hentication.cl ass);
private String initial ContextFactory;
private String providerUl;
private String prefix;
private String |oginUser;
private String | ogi nPasswor d;
private String baseNane;
private String filterPrefix;
private String filterSuffix;
/**

*

* @aram ctx

* @hrows | CException
*
*/
public void config(ServletContext ctx) throws | OException {
init(ctx.getResourceAsStrean("/WEB-|NF/ ad. properties"));
}

| *x*

* @aramis

* @hrows | CException
*/
private void init(InputStreamis) throws | COException {
if (is!=null) {
Properties prop = new Properties();
prop. | oad(is);
initial ContextFactory = prop.getProperty("initial_context_factory");
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providerUl = prop.getProperty("provider_url");

prefix = prop. getProperty("principal _prefix");

| ogi nUser = prop. getProperty("l ogin_user");

| ogi nPassword = prop. get Property("l ogi n_password");

baseNane = StringUtil.null ToEmpty(prop. getProperty("baseNange"));
filterPrefix = StringUtil.null ToEnpty(prop.getProperty("filterPrefix"));
filterSuffix = StringUtil.null ToEmpty(prop.getProperty("filterSuffix"));
is.close();

* @aram user Name
* @ar am password

* @eturn truefal se
* @hrows | CException

*/
public bool ean isPasswordValidate(String userName, String password) throws | OException {
if (StringUtil.isNullO Enpty(password)) {
return false;
}

try {
Hasht abl e<String, String> env = initEnv(userNane, password);

LdapCont ext context = new Initial LdapContext(env, null);
context.close();
return true;
} catch (Nam ngException e) {
return false;

* @ar am user Nane

* @ar am password

* @eturn

*/

private Hashtabl e<String, String> initEnv(String userNane, String password) {

Hasht abl e<String, String> env = new Hashtabl e<String, String>();
env. put (Cont ext. | NI TI AL_CONTEXT_FACTORY, initial ContextFactory);
env. put (Cont ext . PROVI DER_URL, providerUrl);
env. put (Cont ext . SECURI TY_PRI NCl PAL, prefix + userNane);
env. put (Cont ext. SECURI TY_CREDENTI ALS, password);
return env;

* @ar am user Nane

* @eturn
* @hrows | CException

* @hrows User Not Exi st Excepti on
* smart bi
*/
public Userlnfo getUser(String userName) throws | OException, UserNot Exi st Exception {
try {
Il AD
Hasht abl e<String, String> env = initEnv(loginUser, |oginPassword);
LdapCont ext context = new Initial LdapContext(env, null);
/'l baseNarme Softerra LDAP Browser
String base = baseNan®;
Il AD
String filter = filterPrefix + userName + filterSuffix;



SearchControl s controls = new SearchControl s();
control s. set Sear chScope( Sear chCont r ol s. SUBTREE_SCOPE) ;
Il AD

control s.set ReturningAttributes(new String[] { "sAMAccount Nane", "displ ayNanme",

"departnent” });

Nam ngEnumner at i on<Sear chResul t > answer = context.search(base, filter,
if (answer.hasMre()) {

/1

SearchResult result = answer.next();

Attributes attrs = result.getAttributes();

Attribute attr = attrs. get("sAMAccount Nane");

String name = attr == null || attr.get() == null ? null : attr.get().toString();

attr = attrs.get("di splayNane");

String alias = attr == null || attr.get() == null ? null : attr.get().

toString();

attr = attrs.get("departnment");

String dept = attr == null || attr.get() == null ? null : attr.get().toString();

answer . cl ose();
/1 smart bi
UserInfo info = new Userlnfo(nane, alias, alias);
/1
Grouplnfo group = new G ouplnfo();
group. set Nane(dept);
/1 nullsmartbi""
/1 null snart bi
group. set Parent G oup(null);
/1 smartbi Li st <G oupl nf 0>
Li st <G oupl nfo> groups = new ArraylLi st <G oupl nfo>();
groups. add(group);
/1
i nfo. set G oups(groups);
/1 ADnul | smart bi
info.setRoles(null);
return info;
}
/1
t hrow new User Not Exi st Excepti on(user Nane) ;
} catch (Nanmi ngException e) {
log.error("getUser fail.", e);
return null;

}

/**
* Aut hentication

* @ar am user Nane

* @eturn truefal se
* @hrows | CException

*/
publ i c bool ean shal | User Val i dat el nAut henti cati on(String userNane) throws | OException {
/1 admn
if ("adm n".equal s(user Nane))
return false;
el se
return true;
}
/**

* @ar am ol dPasswor d
* @ar am newPasswor d

* @eturn
* @hrows | CException

* @hrows UnsupportedQperati onException



publ i c bool ean changePassword(String userNanme, String ol dPassword, String newPassword) throws
| OExcepti on,
Unsupport edOper ati onExcepti on {
t hrow new Unsupport edQperati onException();
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